BRACON ASH & HETHEL PARISH COUNCIL 

GENERAL DATA PROTECTION REGULATION POLICY
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1. Background and Purpose of the Policy

This policy informs Councillors, staff, and the public about the UK's GDPR and the Parish Council's responsibilities regarding personal data. The UK GDPR requires that personal data be processed lawfully, fairly, and transparently; collected for specific, legitimate purposes; adequate, relevant, and limited to necessity; accurate and up-to-date; retained only as long as necessary; and secured.

This policy updates previous Data Protection Policies to include UK GDPR requirements and aligns with the UK's data protection frameworks under the Data Protection Act 2018. While GDPR originated in the EU, the UK adopted its principles as UK GDPR post-Brexit.

It outlines the council's duties and how it will fulfill its obligations, supporting accountability principles to foster trust with residents.

2. Identifying Roles and Minimising Risks 

Under the UK GDPR, it is important for all council members to understand the implications of the framework and assign specific roles and duties. In Bracon Ash  & Hethel, the entire council has been designated as the Data Controller, and no Data Protection Officer (DPO) has been appointed.

The UK GDPR requires care by all Council members and staff in sharing information about individuals, whether on paper or electronic records. A breach of GDPR regulations can result in fines from the Information Commissioner’s Office (ICO) and compensation to affected individuals. Therefore, information handling is considered a high or medium risk to the Council, both financially and reputationally, and will be included in the Council’s Risk Management Policy.

Risks related to poor handling of personal data can be minimised by conducting information audits, issuing privacy statements, maintaining privacy impact assessments (audits of potential data protection risks with new projects), limiting access to protected data, and providing data protection training.
The council has an IT policy to further protect data and avoid any breaches occurring.
3. Training And Awareness: 
The Council's clerk will be trained in UK GDPR. All Councillors will understand the Council's GDPR Policy. 
4. Data Breach Procedures

Procedures are in place to detect, report, and investigate data breaches. The Parish Council will investigate any breach and record it, aiming to identify causes and prevent future occurrences. The ICO will be informed of breaches within 3 days if they pose a risk to individuals' rights and freedoms, such as discrimination, reputation damage, financial loss, or confidentiality issues. If a breach poses a high risk, the clerk will also notify affected individuals. Councillors and staff should avoid using IT in ways that may breach UK GDPR principles, such as sharing personal data, and refrain from discussing council matters on social media due to potential reputational risks.

5. Privacy Notices

Providing clear and accessible information to individuals about how their personal data is used by the Council is a key requirement of the Data Protection Act 1998 (DPA) and the UK GDPR. The most common method for conveying this information is through a privacy notice. This notice informs individuals about how their personal information is handled. A privacy notice includes the name and contact details of the data controller, the purpose of using the information, and the duration for its use. It should be written in a straightforward manner and inform the individual that they can withdraw their consent for the use of this information at any time. The issuance of a privacy notice must be recorded in the Information Audit maintained by the council. The council will implement a standard privacy notice, though modifications may be necessary depending on specific circumstances, such as involving children.

6. Information Audits
The clerk will carry out an annual audit, identifying what personal data the council holds and the purpose for holding the data. The audit will include information held electronically and on paper. Any personal data that does not have a purpose or reason for retention, will then be removed. A record of the Council’s information audits will be kept.
7. Individuals’ Rights
UK GDPR gives individuals rights with some enhancements to those rights already in place:

· the right to be informed

· the right of access

· the right to correction of personal data

· the right to erasure

· the right to restrict processing

· right to data portability

· the right to object

· the right not to be subject to automated decision-making including profiling.


The UK GDPR includes provisions that allow individuals to request the erasure of their personal data when it is no longer necessary for the purpose it was originally collected. This process is provided at no cost to the individual. 

Upon receiving a request to delete information, the clerk must respond within one month and has the authority from the council to proceed with the deletion. If a request is deemed unreasonable, it may be refused.

8. Special Rules Around the Data of Children

There is special protection for the personal data of a child. The age when a child can give their own consent is 13. If the council requires consent from young people under 13, the council must obtain a parent or guardian’s consent in order to process the personal data lawfully. Consent forms for children aged 13 plus, must be written in language that they will understand.

9. The Regulator – The Information Commissioner’s Office
The Information Commissioner regulates the compliance of Data protection legislation across the UK. The Information Commissioner’s details are:

Information Commissioner’s Office,
Wycliffe House,
Water Lane, Wilmslow,
Cheshire, SK9 5AF
https://ico.org.uk/
(t) 0303 123 1113

The council, as a data controller, is required to pay the regulator a fee on an annual basis. Our registration number is ZC051914 .

If you have any queries or concerns about how the council processes your personal data, you can contact the the clerk via email at clerk@braconashandhethel-pc.gov.uk
You also have a right to lodge a complaint with the Information Commissioner’s Office.

10. Summary
Key actions from this policy include:

· The policy will be posted on the Council’s website and considered a core policy.

· An annual information audit will be conducted and reviewed as needed.

· Privacy notices must be issued.

· Data Protection will be part of the Council’s Risk Management Policy.

· This document will be updated every two years based on current information and advice.

· All employees, volunteers, and councillors must adhere to this policy to protect privacy, confidentiality, and Council interests.
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